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HEJIb34

1.

Bcem monpsin cooOmaTe CBOIO HYacTHYHO HHPOpManui (HacTosmue uMms, (aMuIuio,
TenedoH, aJpec, HOMep IIKOIIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBH U JIPY3eii);

2. OTkpbIBaTh BIOXKEHHBIE (haIbI 2JIEKTPOHHOM MMOYTHI, KOT/Ia HE 3HACIIb OTIPAaBUTENS;

3. I'pyOuts, npuaupaTbcs, OKa3bIBaTh IaBICHUE — BECTH ce0sl HEBEXKIIUBO U arpeCcCUBHO;

4. He pacnopspkaiics JeHbraMM TBOEH ceMbH 0€3 paspelleHus cTapliux — Bcerjaa
CIIpallXBail pOAUTEIICH;

5. He Bcrpewaiica ¢ VHTepHET-3HAKOMBIMM B pEaJbHOM JKHW3HM - TIOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY JOBEPSCILb.

OCTOPOXHO

1. He Bce mumyt npasny. Yuraems o cebe HenpaBay B MHTepHeTe — cooOuiy 06 3TOoM
CBOMM POJUTEINISAM WUJIU ONIEKyHaM;

2. llpurnamaroT HepenuchiBaThCs, UTpaTh, 0OMEHUBATHCS — IPOBEPD, HET JIM TIOJIBOXA;

3. He3zakonnoe xonupoBaHue ¢aitioB B IHTepHETE — BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIBIM O MPoOeMax B CETH — OHU BCET/Ia IIOMOTYT;

5. Hcnonp3yii HacTpoWku O€30MaCHOCTM M MPUBATHOCTH, YTOOBI HE IMOTEPSTH CBOM
AKKayHTBI B COLICETSX U IPYTUX MOpTaIAX.

MOXHO

1. VYBaxaii ApyTuX NOJb30BaTENEH;

2. Ilonw3yembcs MTHTEpHET-UCTOYHUKOM — JI€JIall CCBUIKY Ha HETO;

3. OTKpbIBall TOIBKO T€ CCBHIIKHU, B KOTOPBIX YBEPEH;

4. OOmaThcs 3a MOMOIIBIO B3POCIBIM — POJUTENH, OMEKYHbl U aJIMUHUCTpALUs CAlTOB
BCErJa IOMOIYT;

5. Tlpotign obyueHue Ha caiite « CETeBUYOK» M MOIYUYH ACTOPT NU(PPOBOTO TpakjaHuHA!



Ipunoxenne Ne2. UndpopmannoHHasi namMsaTKAa 1 00yYAOIIMXCS AJI51 pa3MelleHus Ha
opuumnanbHbIX UHTEpHET-pecypcax

C Kax/IbIM roJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbINE, a MIKOJIbHUKU OJHH U3
caMbIX aKTHBHBIX IIosb30Bareneil PyHera. Mexay TeM, NMOMHUMO OIPOMHOIO KOJUYECTBA
BO3MOXHOCTEH, MHTEPHET HECET U MpoOsieMbl. DTa MaMsATKa JOJKHA MOMOYb Tebe Oe30IacHo
HaXOAUTHCS B CETH.

Komnvromepnvie supycoi

KoMmnerotepHslli  BUpyC — 3TO  pPa3sHOBUJHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEIBHON OCOOEHHOCTBHIO KOTOPOM SBJSIETCS CIHOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOJTHEHHE K 3TOMY, BUPYCBHl MOTYT MOBPEAUTH HIIU IMOJHOCTHIO YHHUTOXHUTH BCe (ailibl U
JlAHHBIE, MOJKOHTPOJIbHBIE TOJIb30BATENI0, OT MMEHH KOTOPOro OblIa 3aIlylleHa 3apakEHHas
IIporpaMMa, a TaKkKe MOBPEANUTh WM JaXXe YHUUYTOXUTh ONEPALMOHHYIO CHCTEMY CO BCEMU
¢aitnamu B 1iesioM. B 601bIIMHCTBE CllydaeB pacpOCTPAHAIOTCS BUPYCHI UE€PE3 UHTEPHET.

MeToab! 3aIUThI OT BPEJOHOCHBIX IPOTPaMM:

1. Hcnonp3yil cOBpeMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE CEPHEZHBIN YPOBEHD
3aIIUATHI OT BPEJOHOCHBIX MPOTPaMM;

2. TlocrosiHHO ycTaHaBiMBail mauTd (UM(POBBIE 3aIUIATKH, KOTOpPbIE aBTOMATHYECKH
YCTaHABIMBAIOTCA C IEJIbI0 JOPAOTKU MpOTrpamMmbl) M Jpyrue OOHOBJIEHHS CBOEH
OTepalMoHHON cucteMbl. CKauuBai UX TOJBKO ¢ OQHIIMATIBHOTO caiiTa pa3paboTuynKa
OC. Ecnu cymiecTByeT pekiM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIFOUH €TO0;

3. Paboraif Ha cBOeM KOMITIbIOTEpE MO MpaBaMU I0JIb30BATENs, a HE aIMHUHUCTPATOpA.
OTO HE MO3BOJMT OONBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HHCTAIMPOBATHCS Ha
TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonws3yil aHTUBHPYCHBIE ITPOTPaMMHBIE MPOAYKTHI U3BECTHBIX ITPOU3BOAMTEINEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanuyub pU3NYECKUI TOCTYN K KOMIBIOTEPY AJIsi HOCTOPOHHMX JIMIL;

6. Hcnonp3yil BHEIIHUE HOCUTEIH MH(OPMAIMH, TaKhe Kak (ielika, TUCK Win (ailsl u3
MHTEpHETAa, TOJIbKO U3 MPO(epeHHBIX HCTOUHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHbIC (hailsibl, MOJYyYEHHbIE U3 HEHAAEKHBIX HCTOUYHHKOB.
Jaxe Te ¢aiinbl, KOTOpble MpHUCIad TBOM 3HaKOMBIA. Jlydiie yTOYHM Yy HeEro,
OTIIPABJISUI JIU OH TeOe HX.

e

Cemu WI-FI

Wi-Fi - 370 He Buj nepegaun JaHHBIX, HE TEXHOJIOTHA, a BCEro JUIb OpeH, Mapka. Emre
B 1991 romy Huumepmanackas KommaHus 3apeructpupoBana Openag « WECA», uto 0603Hadao
cioBocouetanue « Wireless Fidelity», KoTopblii mepeBoaANTCS Kak «OecIpOBOIHAS TOUHOCTH.

Jlo Hamiero BpeMeHM JolIa Japyras aOOpeBHaTypa, KOTOpas SIBISETCS TaKOM iKe
TexHoyioruei. 3to abobpeBuarypa « Wi-Fiy». Takoe HazBaHue OBLJIO TaHO C HAMEKOM Ha CTaHIIAPT
BBHICIINI 3BYKOBOM TexHUKH Hi-Fi, uTo B mepeBojie 03HaUaeT «BBICOKASI TOYHOCTHY.

I[a, OcCIIIaTHBIN HUHTCPHCT-AOCTYII B Ka(be, OTCJIIX U adpOoOIlopTax ABJIACTCA OTJIMYHOM
BO3MOXHOCTBIO BbIXOJia B UHTCPHECT. Ho muOTHE SKCICPThI CUUTAIOT, UTO O6I].[€}IOCTy1'IHBIe Wi-

Fi cetu He gBnsArOTCS 0€30IIACHBIMU.

Cogertsl 110 Oe30macHOCTH paboTe B 001Ie0CTYMHBIX ceTsax Wi-fi:



He nepenaBaii cBoro nuuHyro HH(popMmarmioo uepes oduienoctynueie Wi-Fi cetn.
Paborass B HHMX, elaTelbHO HE BBOJUTH MApOdM JOCTYIA, JIOTHHBI U KaKHe-TO
HOMEpa;

Hcnone3yit 1 OOHOBISAN aHTUBHPYCHBIE MPOTpaMMbl U OpaHaMayep. TeM cambIM Thl
oOe3omacuilb ceds 0T 3aKaYKH BHUpYyca Ha TBOE YCTPOHCTBO;

[Tpu wucnonb3oBanun Wi-Fi orkmoun QyHkumio «OO6mui goctyn Kk Qaitiam u
npuHTepam». JlaHHas (QyHKIOHMS 3aKkpbiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOphIE
M0JIb30BATENM aKTUBUPYIOT €€ JUIsl yA00CTBa MCIIOJIb30BaHUS B paboTe win yueoe;

He ucnonesyit nyoaumunsiii WI-FI ans mepenaum JuuHBIX JaHHBIX, HApUMeEp JUIS
BBIX0/Ia B COI[MAJIBHBIEC CETU WM B JJIEKTPOHHYIO MTOYTY;

Nnone3yii Tonpko 3ammiueHHoe coenuHenue uyepe3 HTTPS, a nve HTTP, t.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

B wmoOwibHoM Tenedone orkmoun  pyHkuuio «[lomkmouenme k- Wi-Fi
aBToMaTudeckn». He normyckail aBTOMaTH4eCKOro MOJKIIFOUYEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/IMCUZbele cemu

ConmanbHble CETH aKTMBHO BXOJAT B HAally >KU3Hb, MHOTHE JIIOJU pabOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIHAp]l YEJIOBEK, UTO SBJISIETCS OJIHOM
cellbMOW BCeX JKUTeNeH IutaHeThl. MHOTIHME MOJb30BaTeId HE MOHUMAIOT, YTO HH(OpMarus,
pa3MelIeHHas UMU B COLIMAJIbHBIX CETAX, MOKET OBbITh HailieHa M UCIOJIb30BaHA KEM yTOJIHO, B
TOM YHCJIe HE 00513aTeNIbHO ¢ O1aruMHU HaMEepEHHUSMHU.

OCHOBHBIC COBETHI 110 OE30IIACHOCTH B COMMAJIBHBIX CCTAX!

1.

2.

Orpanuub CHUCOK Jpy3ei. Y Tebst B Apy3biX HE JODKHO OBbITh CIIy4alHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiiai cBOI 4YacTHYIO kH3Hb. He ykaspiBail maposu, TenedoHsl, agpeca, naTy
TBOETO POXACHUS U JAPYTyl0 JIMYHYI0 HHPOPMALUIO. 3IOYMBIIUICHHUKH MOTYT
UCIIOJIB30BaTh Jlaxke HMH(OPMALMI0O O TOM, KaK Thl M TBOU POAMTEIH IJIaHUpYyETe
IIPOBECTU KAHUKYJIBI;

3amuiai CBOI PemyTaluio - ACP>KU €€ B YICTOTE U 3a7aBail ce0e BOIPOC: XOTe Obl
ThI, YTOOBI JpYTHe MOJIb30BAaTeNU BUAEIH, YTO Thl 3arpyxaemib? [logymaii, mpexnae
YeM YTO-TO OIyOJIMKOBaTh, HANIMCATh U 3arPY3UTh;

Ecnn Thl TOBOpHILL € JIOJbMH, KOTOPBIX HE 3HAElIb, HE UCMOJb3YHl CBOE peaabHOE
UMS M JIPYTyl0 JUYHYI0 HH(POpMAIMH: UMs, MECTO KHTEIbCTBA, MECTO y4eObl U
poyee;

N36erait pazmenienus: ¢potorpaduii B HTEpHETE, T/Ie THI N300paKEH HA MECTHOCTH,
10 KOTOPOM MOXHO ONPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

[Tpu peructpanuu B COLMAIBLHON CETH HEOOXOIMMO HCIOIb30BaTh CII0KHbBIE TAPOIIH,
cocTosre u3 OykB U IM(pP U ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

Jlis conManbHOM CeTH, MOYThl U APYTUX CAWTOB HEOOXOAMMO HCIOIb30BaTh pa3HbIe
naponu. Torna eciau TeOsi B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJTy4aT JOCTYI TOJBKO
K OJIHOMY MECTY, a HE BO BCE Cpa3zy.

OnexmponHvle OeHbeu

OJEeKTPOHHBIE JIEHbIM — 3TO OY€Hb YJOOHBIN CHOCOO IUIaTEXEH, OJTHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

SHGKTPOHHBIG JACHbI' TIOABHIIMCH COBCEM HCIAaBHO M MMCHHO H3-3a O3TOI'O BO MHOI'MX
rocygapCTtBax g0 CHUX IIOp HE INPOIHNCAHO IMPO HUX B 3aKOHAX.



B Poccun ke oHr (PyHKIIMOHMPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJI€ UX Pa3eisatoT
Ha HECKOJIBKO BHUJIOB — AHOHUMHBIE U HE aHOHUMHBIC. Pa3HuUIa B TOM, 4YTO aHOHUMHBIE - JTO T€,
B KOTOPBIX pa3pelraercs MNpOBOAMTH omepanuu 0e3 HIAeHTHU(PHUKAIMU [OJb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTU(UKALIMU TOIb30BaTENs ABISETCS 00s3aTeIbHOM.

Taxoke cienyer pa3nuyarh 3JEKTPOHHbIE (pUATHBIC JAEHBIM (paBHBI T'OCYJApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIE HE(HATHbIE IEHbI'H (HE paBHbBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 6€30MaCHOM padOTe ¢ ITCKTPOHHBIMU JICHIAMU:

1. TpuBsoku K cueTy MOOWIJIBHBINA TenedoH. DTO camblif yIOOHBIH U OBICTPBIA CrIOCOO
BOCCTaHOBUTH JOCTYN K cueTy. [IpuBs3aHHbIN TenedoH MOMOXKET, eciau 3a0ylellb
CBOM IUIATEKHBIN NIApOJIb WIM 3alCIIb Ha CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnonb3yit omHopaszoBble maposid. [locie mepexolila Ha yCUJIIEHHYIO aBTOPH3ALIHMIO
Tebe yke He Oy/IeT yrpokaTh OMACHOCTh Kpayku MITM MepexBaTa IJIaTeXHOTO MMapoJis;

3. Bnibepu cnoxHblii naponb. IlpecTtynHukam OyZeT He HPOCTO YraaaTh CIOKHBIM
naposb. Hagexxnple naponu — 3T0 naposiy, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B ce€0sl CTPOYHbIE U MPOMHUCHBIE OYKBBI, HU(GPBI U HECKOJIBKO CHUMBOJIOB,
TaKHhe Kak 3HaK Jojuiapa, (yHTa, BOCKIMLATEIbHBIN 3HaK H T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCLIb.

afleKmpOHHa}Z nouma

DIIEKTPOHHAs [T0YTa — 3TO TEXHOJIOTHUS U MPEAOCTABIIIEMBIE €10 YCIYTH IO MEPEChUIKE U
MOJTyYEHHUIO DJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACHpEICNIIOTCS B KOMIBIOTEPHOW CETH.
OO6bruHO BJIEKTPOHHBIN MOYTOBBII SITITAK BBITIIIUT CIIETYFOIITAM obOpazom:
UMs_TIONBh30BaTeNsA(@HUMsI_JOMEHa. Takke KpoMme Tepeladyd TMpPOCTOTO TEKCTa, HMEEeTCs
BO3MOYKHOCTh TIepe/1aBaTh (haubl.

OcHoOBHBIE COBETHI 10 6€301MaCHOM paboTe C IMEKTPOHHON MOYTOM:

1. Hazmo BbIOpaTh npaBWIIBHBIN MTOYTOBBII cepBUC. B MHTEpHETE €CTh OrpPOMHBIN BHIOOD
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIydllle JOBEPSATh TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHUHIE;

2. He yka3piBail B TUYHOM moute JUYHYy0 MH(popmanmio. Hanpumep, sydine BbIOpaTh
«My3bIKaNbHBIN _(panaT@» mwim «pok2013» BmMecTo «remal3y;

3. Hcnonp3yit IByX3TalHYIO0 aBTOPU3AIMIO. JTO KOTJla MIOMUMO MapoJisi HYKHO BBOJUTH
KO/, MpUcChUIaeMblid 1o SMS;

4. BpiOepu CIOXHBIM Maposb. (s KaXX70ro MOYTOBOTO SIIUKA JTOJDKEH OBITh CBOM
HAJCKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOKHOCTh HAIlMCAaTh CAMOMY CBOM JIMYHBIA BOIPOC, WCIIOJIB3YH 3TY
BO3MOXHOCTb;

6. Hcnosb3yil HECKOJIIBKO MOYTOBBIX SAIMMKOB. [IepBBIN JUIsI YacTHOM NEPENHUCKU C
azpecaTaMM, KOTOPBIM Tbl JIOBEpSEIIb. OJTO DJJIEKTPOHHBIM aapec HEe Haao
UCIIOJIb30BaTh MPU PETUCTPALlUU Ha opyMax U caifTax;

7. He oTkpbiBaii ¢aitnel U apyrue BIOKEHHS B MHCbMax Ja)Ke €CJIM OHHU IMPHIUIA OT
TBOMX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (ailibl;

8. Tlocie oxoHuaHHsT pabOTHl HAa IOYTOBOM CEpPBUCE MEpea 3aKPHITHEM BKIAJIKU C
caiiToM He 3a0y/b Ha)KaTh Ha « BIATHY.



Kubepbynnune unu eupmyanvrnoe uzdeeamenbcmeo

KubepOynnuHr — mpeciegoBaHUE COOOIICHHUSIMHU, COJEP)KAIUMHA  OCKOPOJICHHUS,
arpeccHio, 3alyTMBaHUe; XyJIUTAaHCTBO; COIMAIILHOE OOWKOTHUPOBAHUE C MOMOIIBI0 Pa3TUYHBIX
WHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 10 60pHOE ¢ KNOEPOYIUTMHIOM:

1. He Opocaiics B 6oii. JIyumuii coco6: MOCOBETOBATLCS KaK ceOs BECTU U, €CIIA HET
TOT0, K KOMY MOKHO OOpaTHThCsS, TO BHaudaje YCHOKOUTbCA. Eciy Thl HayHelIb
OTBEYAaTh OCKOPOJICHUSIMM Ha OCKOPOJIEHHS, TO TOJBKO eIle OOoJIbIIEe Pa30iIKellb
KOH(QJIHKT;

2. VYmpasnsii cBoei kubeppernyTranuei;

3. AHOHUMHOCTH B ceTd MHHUMas. CyIIeCTBYIOT CNOCOOBI BBISICHUTH, KTO CTOUT 3a
AQHOHHMMHBIM AKKayHTOM;

4. He cTouT BecTu XyJUTaHCKHUM 00pa3 BUPTyalnbHOM *u3HU. IHTEpHET PUKCHpyeT Bce

TBOM JICUCTBUS M COXPAHAET UX. Y AAJIUTh UX OyAET KpaiHe 3aTpyIHUTEIbHO;

Cobmroaii cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupyit enuHuuHbli HeraTuB. OJIHOpa30Bble OCKOPOMTENbHBIE COOOIICHUS
Jyu4le urHoprpoBaTh. OOBIUHO arpeccus MpeKpanaeTcsi Ha Ha4aJIbHOUM CTauH;

7. ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMH, B COIIMATBbHBIX
CeTSIX €CTb BO3MOYKHOCTH OJIOKHPOBKHM OTIPABKHU COOOIIEHUI € OMNpeeleHHbIX
aJIpecoB;

8. Ecimm Tel cBugerens kubOepOyjuimHra. TBOM JEHCTBUS: BBICTYIUTH IPOTUB
IpecieioBaTeNs, IoKa3aTb €My, YTO €ro JEHCTBUS OLEHUBAKOTCS HETaTHBHO,
NoJIepKaTh KEPTBY, KOTOPOW HyXHa IICUXOJIOTMYECKas IOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

e

Mobunvuwiti meneghon

CoBpemenHble cMapTHOHBI U IUIAHIIETHI COAEpPKAT B ceOe BIIOJHE B3POCIHbII
(yHKIIMOHAT, W TeMeph OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH KOMIIBIOTEPAMHU.
OpHako, cpeACTB 3alTUTHI IS TOJOOHBIX YCTPOUCTB MOKA OYeHb Majio. TeCTUpOBaHUE U TIOMCK
YA3BUMOCTEH B HHUX IMPOUCXOJUT HE TaK MHTEHCHBHO, Kak mis [IK, To ke camoe kacaercs u
MOOUITBHBIX TPUIOKEHHI.

CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl ykKe MPAKTUYECKU JOTHATU HACTOJIBHBIC aHAJIOTH,
OJIHaKO pacmmpeHrue (¢GyHKIHOHATa BIIEYET 3a CO0OW OOJBIIYIO CIOXHOCTh W MEHBIIIYIO
3aIUIICHHOCTbD.

Jlanieko He Bce MPOU3BOJMUTENN BBHIMYCKAIOT OOHOBICHHS, 3aKPHIBAIONINE KPUTUUECKUE
YA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JjIs1 6€30MaCHOCTA MOOWIBHOTO TeledoHa:

1. Hwuuero He sBIseTCS MO-HACTOSIIEMY OecIIaTHBIM. Byabh OCTOpOKEH, Belb KOTraa
Tebe TpenyararoT OECIUIATHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IUTATHBIC YCIIYTH;

2. Hywmaii, mpexae 4em oTmnpaBuTbh SMS, ¢hoTto nnu Buaeo. Trl TOUHO 3HAEHIb, TIE OHU

OyIyT B KOHEYHOM HTOTE?

HeoOxoaumo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;

4. Wcnonw3yil aHTUBUPYCHBIE MPOTPAMMBI AJI1 MOOUIIBHBIX TeJIe(OHOB;

(8]



5. He 3arpy»kaii npuiiokeHus OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHU MOTYT COJEPkKaTh
BPEIOHOCHOE MPOTpaMMHOE 00eCTieUeHHE;

6. Ilocne Toro kak Thl BBIMIEHIb C CaiiTa, TJe BBOAWI JIMYHYI0 MH(pOpMaIHIo, 3aiiiu B
HACTpOWKH Opay3epa u yaainu cookies;

7. Tlepuomudecku MpoOBEPsIA KaKUe TIATHBIC YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. amail cBoif HOMEp MOOUIBHOrO TeledoHa TOJBKO JIFOJSIM, KOTOPHIX Thl 3HAellb U
KOMY JTOBEpsICIIIb;

9. Bluetooth gomxeH OBITh BBIKIIIOYEH, KOTJA Thl UM HE MOjb3yemibcsi. He 3a0biBait
WHOT/Ia POBEPSTH ITO.

Online uepwi

CoBpeMEHHbIE OHJIAMH-UTPBl — H3TO KpPACOYHbIE, 3aXBATHIBAIOIIME pa3BJICUCHUS,
O00BEUHSIONINE COTHH THICSY YEJIOBEK MO BceMy MHpy. Urpoku MCCIenyroT TaHHBIA UM MHUP,
OOIIArOTCS IPYT C APYTOM, BBIMONHSIOT 33/IaHUs, CPAXKAIOTCS C MOHCTPAMU U TIOTYYalOT OIIBIT.
3a yJ0BOJIbCTBHE OHH IUIATAT: MOKYMAIOT JMCK, OIJIAYMBAIOT a0OHEMEHT WM TPHOOPETAIOT
KaKHe-TO OITIHH.

Bce »tm cpenctBa uayT Ha MOAAEpP)KAHME W pa3BUTHUE WIPBI, a TaKXKe Ha caMmy
0€30MacHOCTh: COBEpPUICHCTBYIOTCS CHCTEMbl aBTOPU3AllMM, BBIIYCKAIOTCS HOBBIE IaT4H
(un¢poBbIe 3aMIaTKU JJ1s1 IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B l'[OI[O6HLIX HUIrpax CTOUT OIllaCaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO MMapoJisd, HA KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlIUU OOJILITMHCTBA urp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT'0 aKKAyHTA:

1. Ecnu apyroii urpok BeneT ce0s II0X0 UM co3AaeT TeOe HeNPHUATHOCTH, 3a0JI0KHpYH
€ro B CIIUCKE UTPOKOB;

[Toxamylicda aAMMHMCTPAaTOpaM WIPbl Ha INIOXOE€ IIOBEIEHUE JOTOr0 HIPOKa,
JKEJIaTeNIbHO MTPUWIOKUTh KaKUE-TO JOKA3aTeIbCTBA B BUJE CKPUHOB;

He yka3biBaii muunyto nHpopmaluio B mpodaiine urpsr;

VYBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoumaabHble TaTIYH U MOJIBI;

Hcrionb3y# CIIOKHBIE U pa3HbIE MTAPOJIH;

Jaxe BO BpeMs UIpbl HE CTOMT OTKIIOUYaTh aHTUBUpPYC. [Ioka Tl urpaems, TBOU
KOMITBEOTEP MOTYT 3apa3uTh.

N

NownkwWw

Duwune unu Kpaosica TU4YHbLX OAHHbBIX

OObIyHON Kpa’keH JIeHer M JOKYMEHTOB CEroJHs y)X€ HHKOro He yAuBHfllb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJICHHUKM IEPEMECTWIINCh B HMHTEPHET, U
IIPOIOJIKAIOT 3aHUMAThCS «JTFOOMMBIM JIETIOM.

Tak mosiBUSIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WM (DUIIHMHT, IJ1aBHas LIEIb
KOTOPOT'O COCTOMT B TMOJY4YE€HUH KOH(UICHUIMAIBHBIX JAaHHBIX I0JIb30BaTeNeil — JIOTHHOB U
naposeil. Ha anrnuiickom s3bike phishing unraercs kak gumunr (ot fishing — priOHas noBis,
password — mapoib).

OcHOBHBIE COBETHI IO OOPHOE € (HUIIUHTOM:

1. Cnenum 3a cBoMM akkayHTOM. Ecnmu ThI mojo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKUPOBAaTh €€ U COOOLIUTHh aJIMHUHHUCTPATOpaM
pecypca 00 3TOM Kak MOXKHO CKOpee;



2. Hcnonw3yii 6e30nacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3nHOB U IOMCKOBBIX
CUCTEM;

3. Hcnonb3yit cioHbIE M pa3Hble Mapoiu. Takum oOpa3om, eciau TeOsi B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKH MOJTydaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecmu Te0s B3jOManyd, TO HEOOXOJUMO TMpPEeAyNpeauTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIe J00aBIEHBI Y T€0sl B APY3bsIX, O TOM, UYTO TeOs B3JIOMaJId U, BO3MOXKHO, OT

TBOET0 UMEHU OYyJIeT pacChlIaThCs CIaM U CChUIKU Ha (PUIIMHTOBBIE CAMTHI;

YcranoBu HaaexHbli napoib (PIN) Ha MoOUIBbHBIHN TenedoH;

OTxmroun coxpaHeHue naposis B Opaysepe;

7. He oTkpbiBaii ¢aitnel U apyrue BIOKEHHsS B MHCbMax Ja)Ke €CJIM OHHU MPHIUIA OT
TBOMX Jpy3ei. Jlydllle yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (paiibl.

SN

Lugposas penymayus

[Mudposast pernyTanus - 3TO HEraTUBHAsI WIM MO3UTHBHAs MHQpOpMAIUs B ceTU O Tele.
Komnpomerupyromass uHGOpManus pa3MelleHHass B MHTEPHETE MOXKET CEephe3HbIM 00pa3oM
OTpa3uThCsl Ha TBOeH peanbHOM xu3HU. «{udposas pemyranus» - 3T0 TBOH UMUK, KOTOPHIH
¢bopmupyercst U3 uHpopMaIMu 0 Tebe B UHTEPHETE.

TBoe mecTo KUTCIILCTBA, y‘-Ie6BI, TBOC (I)I/IHaHCOBOC IIOJIOKCHUC, 0COOEHHOCTHU XapakTepa
" paCCKa3bl O OU3KHMX — BCE OTO HAKAIIJIUBAETCS B CETH.

MHorue noapoCTKu JErKOMBICIEHHO OTHOCATCS K IyOJIMKALUK JTMYHOM MHpOpMAIUK B
NHrepHeTe, HE TOHMMAas BO3MOXKHBIX IOCHEACTBUN. ThI Jaxe HE CMOXKEIIb J0TrafaTbCs O TOM,
yto (oTorpadus, pa3MelieHHas 5 JeT Ha3aj, cTaja MPUIMHON OTKa3a NpUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienue TBoux ¢otorpaduil u Apyrue AeMCcTBUS MOTYT HeE
UCYE3HYTh JaXe IOCJIE€ TOro, Kak Thl WX YyJaIWlb. Tbl HE 3Haellb, KTO COXPAaHWI 3Ty
nH(pOpMalMIo, MoMNajia JU OHAa B MOMCKOBBIE CUCTEMbI M COXpAHWJIACh JIU OHA, a IJIaBHOE: YTO
MOIyMaloT 0 Tebe OKpy»Karollee JI0U, KOTOpble HalayT u yBUIAT 3T0. Haiftu nnpopmarmio
MHOTO JIET CITyCTS CMOXET JiI000M — Kak W3 J0OphIX MOOYXKIEHUH, TaKk U C HaMEpeHHEM
IPUYUHUTH Bpel. DTO MOKET OBITH KTO YTOJTHO.

OcHOBHBIE COBETHI MO 3aIUTE IU(PPOBOI pemyTaluu:

1. Tlomymaii, mpexkae 4yeM 4TO-TO MyOJIMKOBaTh M IepefaBaTh y ceOst B OJIore WA B
COIIMAJIbHOM CeTH;

2. B HacTpoiikax npo¢uis yCTaHOBH OIpaHHYEHHUS Ha IPOCMOTP TBOETO POl U ero
COJIEP’KUMOT0, CIIENAN €r0 TOJIBKO «UIS APY3En»;

3. He pa3memaii u He yKa3biBail HHPOpPMAIIUIO, KOTOPasi MOXKET KOT0-IN00 OCKOPOIISATH
WA OOMXKaTh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJIBHUKM— AaKTHUBHBIE IOJ30BaTeIM LHU(POBOTO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO IMOJIb30BAHME MHOTMMH BO3MOXKHOCTAMHU IH(PPOBOro MHUpa
TpeOyeT cCOOMI0ICHNs IPaB Ha UHTEIUIEKTYyallbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIUIEKTyajbHass COOCTBEHHOCTB» OTHOCHTCS K Pa3IMYHBIM TBOPEHUIM
YeJI0BEYECKOI0 yMa, HauMHasi C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOAYKTHl M YCIyTM , W 3aKaHUMBass KHUTaMHd, (oTorpapusmMu, KHHOPHIBMAMH U
MY3bIKaJIIbHBIMU POU3BEACHUSIMH.



ABTOpCKHE ITpaBa — 3TO IpaBa Ha UHTEJUIEKTyaJIbHyI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS
HAyKH, JIATEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KAYE€CTBE FapaHTUU TOTO, YTO
MHTEJIJICKTYaJIbHBIM/TBOPUECKUI TPy aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeaJIUBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOETro TPy, MOJIYYUTh U3BECTHOCTb U MPHU3HAHUE.
Huxkro 0e3 pa3pelieHuns: aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHHE, PACTIPOCTPAHSTh,
nyONIUYHO JIEMOHCTPUPOBaTh, MpPOJAaBaTh, HWMIOPTHPOBAThH, IycKaTb B TMPOKAT, IYOJIUYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONHATE B AdUpe WiK pa3Meniats B IHTepHeTe.

Hcnons3oBanue (IMUPATCKOTO» MPOrpaMMHOI0 o0ecrneyeHnsT MOXKET IIPUBECTH K MHOTUM
pucCkam: OT HNOTCPHU HJAHHBIX K TBOUM dKKdAyHTaM [0 6J'IOKI/Ip0BKI/I TBOCTO YCTpOﬁCTBa, rac
yCTaHOBHeHHLIﬁ HE JICrajJlbHad IporpaMma. He crout Taxke 3a6BIBaTI), 4TO CYHIECTBYCET
JIerajbHbBIC U OSCIJIaTHEIC IporpamMmal, KOTOPBIC MOXKHO HalTH B CETH.

O nopmarne

CereBnuok.p) — TBOIl TIJaBHBIA COBETYMK B CETU. 3/€Ch Thl MOXeEIIb Yy3HAaTh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3bIKOM, @ MPU BO3HUKHOBEHUU KPUTHYECKOU
CUTyalluu OOpaTUThCA 32 COBETOM. A TakKe MPHUHATH ydyacTHe B KOHKypcax M CTaTb CaMbIM
M (GPOBBIM TpakJTaHUHOM !



IIpunaoxenne Ne3. IlamsiTka 1uis1 poauTedieit 00 nHGOPMANMOHHOI 0e30aCHOCTH JeTel

Omnpenenenue TepMuHa «HMH(OpMAIMOHHAs O€30HaCHOCTb JIeTe» COJCPKHUTCA B
®enepanbHoM 3akoHE Ne 436-D3 «O 3amute Aereid oT HHGOPMAUK, NPUIYUHSIONIEH Bpea UX
3I0POBBI0 U Pa3BUTHIO», PETYJIUPYIOIIUM OTHOLIEHMS, CBS3aHHBIE C 3allIUTOM JEeTel OT
nH(pOpMalnK, TPUIUHSIONIEH Bpe UX 30POBBIO U (1K) pa3BUTHIO. COIIACHO TaHHOMY 3aKOHY
«uH(pOpMaIMOHHAs 0E30MacCHOCTh JeTei» - 3TO COCTOSHUE 3allUIIEHHOCTH, MPHU KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIH C MpUUMHEHUEM HH(pOpManued Bpeda UX 3J0pOBbIO U (WJIH)
¢bu3nuecKoMy, ICUXMYECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cunty @enepansHoro 3akoHa Ne 436-D3 undopmanueit, npUUUHSIONIEH Bpea 310pOBbIO
U (UJM) pa3BUTHUIO JIETEH, SABISETCS:

1.

(O8]

8.
9.

uH(pOpMaLus, 3anperieHHas Ui pacpoCTpaHEeHUs Cpean JeTel;

uHopMaIusi,  pacrpocTpaHEHHUE KOTOPOi1 OTPaHUYEHO cpeau  naerei
OTIpeJIeIEHHBIX BO3PACTHBIX KaTErOpHA.

K undopmanmm, 3anpemeHHoi uist pacrpoCTpaHeHHs CPEIH IeTel, OTHOCUTCS:
uHpopmanus, nmoOyKaaromas JeTe K COBEPIIEHHIO JIEHCTBUH, NMpeICTaBIISIONINX
yTpO3y X JKU3HU U (WJIN) 370POBBIO, B T.4. IPUIHMHEHUIO Bpea CBOEMY 37I0POBEIO,
camoyOuiicTBy;

CIOCOOHOCTh BBI3BATH Y JETEH JKEIaHWE YMOTPEOWTh HAPKOTHYECKHE CPEICTBA,
NCUXOTPONHbIE ¥ (WIM) OJypMaHHUBAIOUINE BEILIECTBA, TabauyHbIe U3ICIUSA,
QIKOTOJIBHYI0 W CIUPTOCOJACPKAIIYyI0  MPOAYKIWIO, THWBO W  HAIUTKH,
W3rOTAaBIMBAEMbIC HA €r0 OCHOBE; MPUHATH yUaCTHE B a3apTHBIX UTPaX, 3aHUMATHCS
NPOCTUTYIIUEH, OPOISHKHIYECTBOM HITH ITOTIPOIIAHIIECTBOM;

00OCHOBBIBAIOIAs WIJIM  OMPAaBIBIBAIOIAS JOMyCTUMOCTh HAacUIUs U (WJIH)
YKECTOKOCTH JHOO MOOYKIaromas OCYIIECTBISATh HACHIbCTBCHHBIC JIEUCTBUS IO
OTHOIICHUIO K JIFOJISIM U KUBOTHBIM;

OTpHIIAIOIIasl CEeMEWHbIe IEHHOCTH U (OpMHUpYIOIIas HEyBaXEHHE K POAUTENSIM U
(Mnu) IpYTUM YJI€HAM CEMbU;

OTIPaB/IBIBAOINAS TIPOTUBOTIPABHOE TIOBEICHNE;

coJiepKaliasi HeleH3ypHYI0 OpaHb;

10. conepxariasi ”HGOPMAIHIO TOPHOTPAPUIECKOTO XapaKTepa.

K undpopmanuu, pacnpocTpaHeHHe KOTOPOH OrpaHUYEHO CPeau JIeTel OIpe/ieIeHHOIO
BO3pacTa, OTHOCUTCS:

1.

4.

uHbopMalus, NpejacTapisieMas B BHJE M300pakeHUs WINM OINHCAHUS KECTOKOCTH,
¢usuueckoro u (MIM) TCHUXUYECKOTO HACWIUS, TMPECTYIJICHUS WIM HWHOTO
AHTHOOIIECTBEHHOTO JICHCTBUS,

BBI3BIBAIOIIAsl y JETEM CTpax, y»Kac WIM NaHWKy, B T.4. IIpeJCTaBisieMas B BHJE
M300pakKeHHsT WM OIMCAaHUS B YHIDKAIOLIEH 4YelloBEeYeCKoe JIOCTOMHCTBO (opme
HEHACWJIbCTBEHHOM CMepTH, 3a00JieBaHUs, CaMOyOMHCTBa, HECUACTHOTO Clydvas,
aBapuM WM KaTacTpodsl U (UIM) UX MOCIEICTBUI;

npejcTaBisieMas B BHJIE U300paKECHHUS MM OMUCAHUS MOJIOBBIX OTHOIIEHUH MEXIy
MY>KYHHOH U KEHIIUHOM;

coJiepxkaliiasi OpaHHbIE CIIOBA U BBIPAKEHUsI, HE OTHOCSIIUECS K HELIEH3ypHO OpaHu.

C yuerom sToro Bam mpeanaratorcst mpaBuia paboTsl B ceTH VIHTepHET A pa3InyHbIX
BO3PACTHBIX KaTeropui, COOJIOJEHHE KOTOPHIX TMO3BOJUT OOECHeunTh HH(POPMALMOHHYIO
0€301acHOCTb BalllHUX JICTEH.

Obwue npasuna 0ns pooumereti



1. HesaBucumo oT Bo3pacTa peOeHKa HCHOJB3YWTE MporpaMMHOE obOecrieueHue,
nomoraroniee (GUILTPOBaTh U KOHTPOJMPOBATH HHGOpPMAIMIO, HO HE IoJyiarairech
MOJTHOCTHIO Ha Hero. Barle BHUMaHue K peOCHKY - TTIaBHBIA METOJI 3aIlIUTHI.

2. Ecnu Bam pebeHOk MMeeT akkayHT Ha OJHOM W3 coluaibHbIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMaTeNbHO U3y4YUTE, KakKyl HWHGPOPMAIUIO
MOMEIIAIOT €r0 YYaCTHUKH B CBOUX MpodmiIsix U Ojorax, Bkitoyas ¢pororpaduu U BUAEO.

3. IIpoBepbTe, ¢ KAKUMHU JPYTMMHU CallTaMM CBsI3aH COLMANIbHBIN cepBUC Bamiero peGeHka.
Crpannuku Bamero pebenka MoryT ObITh 6€30MaCHBIMU, HO MOTYT M COJEPKATh CCHUIKU
Ha HEeXXeJaTelbHble W OMAacHble CailThl (Hampumep, MOPHOCAUT, WM CalT, HA KOTOPOM
Ipyr yIOMHUHaeT HoMep coToBoro tenedona Bamrero peGenka wnu Bam nomamnuit
azapec)

4. Tloompsiite Bamux nereit cooOumath 000 BCEM CTpaHHOM WM OTTAJIKUBAIOIIUM UM HE
CIIMLIKOM OCTPO PearupymTe, KOraa OHHU 3TO J€aroT (U3-3a OMAaceHUs MOTEPSTH TOCTYI K
WuTepHeTy neTH HE TOBOPAT pPOIUTENSIM O Mpoljemax, a TakKe MOTryT HadaTh
UCTOJIb30BaTh VIHTEpHET BHE JOMa M IIKOJIbI).

5. Bbynere B Kypce cereBoi ku3Hu Bamiero pebenka. MHTepecyiiTech, KTO X JIpy3bs B
WHTepHeT Tak ke, Kak HHTEPeCyeTeCh pealbHbIMU JIPY3bSIMU.

Bospacm om 7 00 8 nem

B HurepHere peGeHOK cTapaeTcst MOCETUTh T€ WIM MHBIE CalWThl, @ BO3MOXKHO U YaThl,
paspeleHue Ha IMocelleHHe KOTOPBIX OH He MOoJy4yms Obl oT ponuteneld. [loatomy poaurtensim
0cOOEHHO TOJE3HBl OyayT Te€ OT4YeThl, KOTOpbIE MPEIOCTABISAIOTCS MPOTrpaMMaMH IO
OTPaHUYEHUIO HCIOJIb30BaHUs VHTepHeTa, T. e. Poautenbckuil KOHTPOJIb WM TO, YTO BBI
CMOXeTe YBUJECTh BO BpEMEHHBIX (aiinax. B pesynbrare, y pedeHka He OyeT OIIyIIeH s, YTO 3a
HUM BEJETCS TOCTOSIHHBIA KOHTPOJb, OAHAKO, POAMTENN OyIyT MO-TNIPEKHEMY 3HaTh, KaKHe
caiThl mocemnaer ux pedeHok. Jletn B JaHHOM Bo3pacTe 00J1a/1al0T CUIBHBIM YyBCTBOM CEMBH,
OHU JIOBEPUMBHI U HE COMHEBAIOTCS B aBTopuTeTax. OHM JIOOST UrpaTh B CETEBbIE UIPHI U
ITyTEeLIECTBOBATh 10 MHTEpHETY, NCNOB3Ys IEKTPOHHYIO IOYTY, 3aXOAUTh HAa CAlThl U YarThl,
HE PEKOMEHIOBAHHBIE POJUTEISIMH.

Cosetsl 10 Oe3omacHocTH B cet UHTEpHET At neteit 7-8 et

1. Cozpaiite cnMCOK JOMAaIIHUX MpaBWI noceuieHus VHTepHeTa Mpu ydyacTuu JieTed u
TpeOylTe ero BBITTOJTHCHHS.

2. Tpebyiite ot Bamero peOeHka cOONMIOJCHHS BPEMEHHBIX HOPM HAXOXJIEHHUS 3a
koMibroTepoM. [lokaxkure pebeHKy, uro Bel HaOmogaeTe 3a HUM He MOTOMY 4TO Bam
9TO XOYeTcs, a MOToMy uTo Bbl OecriokonTech 0 ero 0e30MacHOCTH U BCET/1a TOTOBBI
€My [TOMOYb.

3. Kowmmerotep ¢ moakioueHueM K VHTEpHETY MOMKEH HaXOMUThCS B OOIIel KOMHATe
IIOJ1 IPUCMOTPOM POJIATENEH.

4. Hcnonw3yiiTe cnenuanbHble TETCKUE MOUCKOBbIE MAILIMHBI.

Hcnonp3yiiTe cpeacTBa OIOKUPOBAHMS HEXKENATEIHHOIO KOHTEHTA KaK JOMOJHEHUE K

CcTaHAapTHOMY POoAMTENbCKOMY KOHTPOJIIO.

6. CosznmaiiTe CeMEHHBINM SJCKTPOHHBIA SIIUK, YTOOBI HE TIO3BOJIUTH JETSIM HWMETh
COOCTBEHHBIE a/Ipeca.

7. bnoxupyiTe MOCTYI K cailTaM ¢ OSCIUTAaTHBIMU IMOYTOBBIMU SIIUKAMH C ITOMOIIBIO
COOTBETCTBYIOLIETO NMPOIPAMMHOI0 00ecIIeYeHusl.

8. Ilpmyuure nereil coBeroBaThcsi ¢ Bamu mnepen omnyOnukoBaHMEM KaKOW-IHOO
uHGOpPMAIIUU CPEACTBAMH SJICKTPOHHOU MOYTHI, YaTOB, PETHCTPAIMOHHBIX (HOpM U
npoduiei.

9. Hayuute neteil He 3arpyxarb (aiiimbpl, TporpaMMbl WM MY3bIKy Oe€3 Baliero
coryiacus.

e



10.
11.

12.

13.

14.

He pazpemaiite geTsiM HCIIONB30BaTh CIyKObl MTHOBEHHOT'O OOMEHA COOOIICHUSIMHU.
B «Oenbiit» crnmmucok cailToB, pa3pelIeHHBIX ISl TTOCEIICHUsI, BHOCUTE TOJBKO CANTHI C
XOpOILIEH peryTanuei.

He 3a0biBaiiTe O6ecenoBarh ¢ AeTbMU 00 UX ApYy3bsix B MIHTepHeTe, Kak eciau Obl pedb
1171 O APY3bAX B pEaIbHON KU3HU.

He nenaiite «taby» M3 BOMPOCOB MOJOBOM XKM3HHU, TaK Kak B MIHTEepHETE AETH MOTYT
JIETKO HATKHYTHCS HAa MOPHOTPaUIO MU CAUTBI «JUIS B3POCIBIX».

[Tpuyunre Bamiero pebGenka cooOmaTh BaM O JIOOBIX yrpo3ax WM TpeBorax,
cBsA3aHHbIX ¢ HTEpHEeTOM. OCTaBaiiTech CIIOKOMHBIMU U HAIIOMHUTE AETAM, YTO OHU
B 0€30MacCHOCTH, €CIM CaMM pacckKaszajd BaM O cBoux TpeBorax. [loxBamurte ux u
MOCOBETYHTE MOJOUTH elle pa3 B MOJ0OHBIX CIyYasX.

Bospacm oemeii om 9 0o 12 nem

B nmanHOM BO3pacte JeTH, Kak MPaBWIIO, YK€ HACHBIIIAHBI O TOM, Kakas WH(pOpMaIus
cymiectByeT B MuTepHere. COBEpIIEHHO HOPMalIbHO, YTO OHU XOTSAT ATO YBHUIETh, MPOYECTD,
ycablmaTh. [Ipy 3TOM HYKHO NMOMHHUTB, YTO AOCTYH K HEXKEJIATEeJIbHbIM MarepuaiamM MOXKHO
JIETKO 3a0JIOKMPOBATH MPH MTOMOIIU CPEACTB POAUTENTHCKOTO KOHTPOIIS.

CoBeTbl 0 0€301acHOCTH [UIs nereit ot 9 1o 12 ner

1.

2.

10.

11.

12.

13.

14.

15.

CozpaiiTe cMCOK JOMAIIHUX NpaBMJ MocemeHus MHTepHeT npu ydactuu neteil n
TpeOylTe ero BBITTOJTHCHHS.

Tpebyiite ot Bamiero peberka co0ar01eHUS HOPM HaXOKIACHUS 32 KOMITBIOTEPOM.
HaGnromaiite 3a pebeHKOM Tpu paboTe 3a KOMIBIOTEPOM, MOKAKHUTE €My, 4TO BbI
0ecroKouTeCh 0 ero 6e30MacHOCTH U BCET/1a TOTOBBI 0Ka3aTh €My ITOMOIIb.
Komnreiorep ¢ moakitoueHueM B MHTepHET MOJKEH HaXOAWTbCS B OOIIEH KOMHATe
10T IPUCMOTPOM POAUTENEH.

Hcnonp3yiiTe cpeacTBa OIOKUPOBAHMS HEXKENATEIHHOIO KOHTEHTA KakK JOMOJHEHUE K
CTaHJapTHOMY PoauTensckoMy KOHTPOIIIO.

He 3a0piBaiiTe MpUHUMATh HETIOCPEICTBEHHOE y4acTue B *KU3HU peOeHka OeceoBaTh
¢ 1eTbMH 00 UX Apy3bsix B MIHTepHeTe.

HacrauBaiite, 4TOOBI JIeTH HUKOT/Ia HE COTJIAIIAINCH HA JIMYHBIE BCTPEUHU C APY3bIMU
o MurepHery.

[To3BongiiTe nETAM 3aXOJUTh TOJIBKO Ha CalWThl U3 «OEIoro» CHUCKa, KOTOPBIN
CO3JalTe BMECTE C HUMU.

[Ipuyunte nerell HUKOrZa HE BBIJABAaTh JIMYHYI0 HMH(QOpPMAIMIO CpelcTBaMu
NIEKTPOHHOM TMOYTHI, YATOB, CHCTEM MIHOBEHHOT0 OOMEHa COOOIICHUsIMH,
perucTpalMoHHbIX (OpM, JUYHBIX NpoduiIe U MpU perucTpauy Ha KOHKYPCHI B
HurepHere.

[Tpuyuurte nereil He 3arpykaTh mporpammbl 0e3 Bamero paspemenus. O0bsicHUTE
UM, YTO OHHU MOTYT CIy4yallHO 3arpy3uTb BHUPYCHl WM JApPYroe HEKEIaTeIbHOe
IporpaMMHOE 0OecTrieyeHHe.

Co3pnaiite Bamemy peOeHKy OrpaHMYEHHYIO YYETHYIO 3amHuch il paboThl Ha
KOMIIBIOTEPE.

[Ipuyunte Bamero pebGeHka cooOmarh BaM O JIOOBIX yIpo3ax WM TPEBOIax,
CBsA3aHHBIX ¢ MHTepHeToM. HamomHuTe NeTsM, 4TO OHU B O€30MaCHOCTH, €CIIH CaMU
paccka3aiy BaM O CBOMX TPEBOI'aX M ONACEHUSIX.

PacckaxuTte nersim o nopuorpaduu B MHTepHeTe.

HacrauBaiite Ha TOM, 4YTOOBI 1€TH MPEAOCTABISIIA BaM JJOCTYII K CBOCH 3JIEKTPOHHOM
Mo4Te, YTOOBI BBl YOSIMINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMITAMH.

OObsicHUTE  JIeTsIM, UTO HENb3s MHCIOJb30BaThb CETh JUId  XYJUTAHCTBA,
pacnpoCcTpaHeHus CIUIETEH WIN yTpo3.



Bospacm oemeui om 13 0o 17 nem

B sToM BO3pacTe MOIPOCTKM aKTMBHO HCIIOJIB3YIOT IOMCKOBBIE MAIIWHBI, MOJIB3YKOTCS
AJIEKTPOHHOHM MOYTOH, CIIy>kOaMH MTHOBEHHOTO OOMEHa COOOIEHHSIMU, CKAaYMBAIOT MY3BIKY U
¢bunbMbl. ManpyrikaM B 3TOM Bo3pacTe OoJbllie IO HpaBy CMETaThb BCE OrpaHUYEHHUS, OHU
KKIYT TpyOOro 1oMopa, a3apTHBIX UTP, KAPTUHOK «IJISl B3pOCHBIX». [IeBOUKM NpeAnounTaroT
o0miarbcss B 4Yarax, IpPU OSTOM OHM Topa3fo Oojee YyBCTBUTEIbHBI K CEKCYaJbHBIM
nomorarenscTsaM B IHTepHeTe.

3adactyio B JaHHOM BO3pacTe POJUTENISAM YK€ BECbMa CIIOKHO KOHTPOJIMPOBATH CBOMX
neTel, Tak kak 00 MHTepHeTe OHM yXKe 3HAIOT 3HAYMUTEIHHO OOJIbIIIe CBOMX poauTeneii. Tem He
MeHee, He OTIyCKaiTe nerell B «cBOOOAHOE TuiaBaHue» mo MHtepHeTy. CrapaiiTech aKTUBHO
y4acTBOBaTh B o01ieHnn pedenka B UHTepHere.

Baxxno mo-mpexxHeMy cTporo coOmoaath mnpaBwia MHTepHET-0€30macHOCTH -
COTJIAIIEHUEe MEXIY PpOIUTENsIMH U JeTbMHU. Kpome TOro, HeoOXOIMMO Kak MOXKHO Yalle
MPOCMATPHUBATh OTYETHI O JEATEIBHOCTH JeTel B MHTepHeTe. Ciemyer oOpaTUTh BHUMaHHE Ha
HEOOXOIUMOCTh COJIEPKAHUS POJUTEIBCKUX Maposiel (mapojeil aIMUHUCTPATOPOB) B CTPOrOM
ceKpeTe U 00paTUTh BHUMaHUE Ha CTPOrOCTh ATUX MapoJIeH.

CoBeTbl 110 0€30MMacHOCTH B 3TOM Bo3pacTe ot 13 mo 17 ner

1. CospaiiTe CcHMCOK JOMAIIHUX NpaBWI TocenieHus VIHTepHeTa npU ydacTHH
MOJIPOCTKOB M TpeOyiiTe 6e3ycnoBHOro ero BhiMoiHeHUs. OOroBopure ¢ peOEHKOM
CIMCOK 3allpelIeHHbIX CalWTOB («UEpHBIM CIHCOK»), Yackl paboTsl B MHTepHeTe,
PYKOBOJCTBO 10 001IeHuto B IHTepHeTe (B TOM YHCIIe B YaTax).

2. KomnbioTep ¢ mojkiaroueHHeM K ceTH MHTepHeT NODKEeH HaXOAWUThCS B 0OmIei
KOMHAre.

3. He 3a0biBaiiTe GecenoBath ¢ AeThbMHU 00 MX Jpy3bsiX B MHTepHETE, 0 TOM, YeM OHHU
3aHATHI TakUM o00pa3oM, OyATO pedb HIET O JAPY3bAX B pealbHOM >KHU3HH.
CropammBaiiTe 0 JIOASX, C KOTOPBIMH JIeTH OOIIAIOTCA TOCPEIACTBOM  CIyXkO
MI'HOBEHHOTO OOMEHa COOOIICHUSAMHU, YTOObI YOAUTHCS, YTO 3TH JIOAN UM 3HAKOMBI.

4. Hcnonw3yiiTe cpeacTBa OJOKMPOBAHUS HEKENIATEIILHOTO KOHTEHTA KaK JIOTOJIHEHUE K
CTaHAapTHOMY PoauTeNbCcKOMY KOHTPOJIIO.

5. HeobxomuMo 3HaTh, KaKUMH 4YaTaMH TMOJNb3yIOTcs Bamm geru. Iloompsiite
HCIIOJIb30BaHUE MOJIEPUPYEMBIX YaTOB W HacTauBailTe, 4TOObI J€TH HE OOIIaINCh B
IIPUBATHOM PEXHUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JIE€TM HUKOIJIAa HE BCTPEYAIUChH JIMYHO C JAPY3bSIMU U3
cetu MHTepHer.

7. llpuyuute JeTeid He BbIaBaThb CBOIO JIMUHYIO HH(OPMALMIO CPEICTBAMU
NIEKTPOHHOM TMOYTHI, YATOB, CHCTEM MTIHOBEHHOT0O OOMEHa COOOIICHUsIMH,
perucTpalMoHHbIX (OpM, JUUYHBIX NpoduiIe U MpU perucTpauy Ha KOHKYPCHI B
HurepHere.

8. Tlpuyuute nmereli He 3arpykath mporpammbl 0e3 Bamero paspemenus. OObsicHUTE
UM, YTO OHHU MOTYT CIy4yallHO 3arpy3uTb BHUPYCHl WM JpPYroe HEKEIaTeIbHOe
IporpaMMHOE 0OecTieyeHHeE.

9. Ilpuyunte Bamero pebenka cooOmarh BaM O JHOOBIX YIrpo3ax WIH TPEBOrax,
CBsA3aHHBIX ¢ MHTepHeToM. HamomHuTe NeTsM, 4TO OHU B O€30MaCHOCTH, €CIIH CaMU
pacckasand BaM, O CBOMX YIrpo3ax WM TpeBorax. lloxBamure uMxX M MOCOBETyiTe
MOJIOWTH eIIe pa3 B MOJO0HBIX CITydasx.

10. Pacckaxkute netsm o mopHorpadguu B MHTepHete. Ilomorute MM 3alMTUTBCS OT
cnama. Hayuute mnonpoctkoB He BblIaBaTh B HTEpHETE CBOEro peaJbHOIO



JJIEKTPOHHOI'O aJpeca, HE OTBEYaTb HA HEXKEJIATENbHbIE IHCbMAa M HCIIOJIB30BATH
CHelHabHbIE TOYTOBBIE (DUIBTPHI.

11. [IpuyunTe cedst 3HAKOMUTBCS € CAlTaMH, KOTOPBIE ITOCELIAIOT MOIPOCTKH.

12. Hayuute nereii yBaxarh Ipyrux B HHTepHETE. Y O€UTECh, YTO OHU 3HAIOT O TOM, UTO
IIPaBUJIa XOPOILIETO MOBEACHUS IENCTBYIOT BE31€ — Jak€ B BUPTYaJIbHOM MUDE.

13. O0OpsicHUTE A€TAM, YTO HHU B KOEM Ciy4yae Helb3sl Hucnoib3oBaTh CeTb IS
XYJIUTaHCTBA, PaCIPOCTPAHEHNUS CIUIETEH WM YTPO3 APYTUM JIFOISM.

14. OGcynure ¢ MOAPOCTKAMU MPOOIIEMBI CETEBBIX a3apTHBIX UTP U UX BO3MOXHBINA PHUCK.
Hamnomnure, 4T0O 1€TH HE MOTYT UTpaTh B 3TU UTPBI COIIACHO 3aKOHY.

[TocrostHHO KOHTpoONHMpyHTe Hcnoib3oBaHue MHTepHera Bammm pebGenkom! D10 He
HapylIeHHE €ro JIMYHOTO IMPOCTPAHCTBA, a Mepa MpPEelIOCTOPONKHOCTU U MposiBieHue Bameit
POIUTENBCKON OTBETCTBEHHOCTH U 3a00THI.



